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PROBLEM TO BE SOLVED: To save labor and time 
required for ciphering data by ciphering contents key 
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ciphered contents, decoding the ciphered contents key by 
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SOLUTION: A contents processing part 1530, once 
receiving a generation indications for contents and 
information of the contents from a control part, 
generates a contents key CK and performs a ciphering 
process by using a key ciphering means El by using the 
contents key CK. Furthermore, the contents are ciphered 
by a contents ciphering means by using the contents key 
CK. Capsule data, as data including the ciphered 
contents and contents keys FEK1 to ECKn, are outputted 
to a contents storage part 1540. A content update device 
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data, and the master key to be invalidated invalidates 
the ciphered contents keys of the capsule data. 

COPYRIGHT: (C)2000,JPO 




m 



(l9)H*Hit#fF/t (JP) 



02) i2t ^ 1^ ^ ^ (A) 



#^2000-269950 
(P2000-269950A) 

C^VAmB ¥^K12^9^29B (2000.9.29) 



(SDlntCV 
H04L 
GO 9C 



9/08 
1/00 



6 6 0 



F I 

H 0 4 L 9/00 

G 0 9 C 1/00 

H 0 4 L 9/00 



f-73-r(##) 
601D 5J104 
6 6 OD 9 AO 0 1 
6 0 IE 



SSM* «««<0»4 OL 9 H) 





f^m^ll -66405 


(71) USA 


000005821 












^^11^ 3 ^ 12 Q (1999. 3. 12) 




AIRfl?nxm;*:^P^Kl006Sa 






(72) mm^ 


mm ®m 








AEfl^nKtpA^P^RiooeStfs «iT«s 














a2mmm 


IS 








AIRfltW**A^n*i006»ffls *RT««g 














(74) A 


100097445 














F^-A(0 


#) 5J104 AAOl AA13 AA16 AA34 EA06 








EA18 NA02 NA37 PAH 








9A001 EED3 JJ13 JJ25 LL03 



(54) mmcD^m] *f^ffisi>-x^A 



(57) i^m] 

y-:^ym^m^m^^x. f^^'^t^:^'r>^y^m^~r^o 

1 co-v;^^|i{-5Efft-5o 




1 

mU^^T^^ym^m^^^x^^^^^y-y-^y^^^^-itir^^t 

mmm^^^it^^^^v^mmmw.^^^kxmm-^fi^m 

^it^^xi'P^ ^ tbfc^i^^ hmn copf -^fb ^:y^iy^y 
ym^mn-^ia:>-ryym^m^^x^^^i\:\^fzi1^^xh^ 

mt. ^n^'nm^^^itm hi^< i^mm^m(^y yv^ 
^^r^mn-t^^^—y^^^^i^y^'^—yxmj^^ti^. m 

mm^^^i\:.m^i.<\^mm^m(Dyyh^:^Tt^. buis 

[0 0 0 1 ] 
[0 0 0 2] 




2000-269950 



2 

[0 0 0 3] *fc-f -t-y h^^^^'^"— y^/^^>^fc° 

[0 0 0 4] 

5o ^i:^. Z.^X\±. ^fff^iii-i:5Sf-§-^b"^v^5«3^ 

[0 0 0 5] m^mf)^^m\^f-m^. pt 

[0 0 0 6] *^0Jt^. 5 7^^lijEift-#5. 7='-- 

[0 0 0 7] 

^yym^m^^x ^i^y->y -^{b-T ^ r ^ <t 19 Bf-^ 
^b:n>^7^>^:y^f^^-r'5:=i>'7"^:ypf-§'fb^^i:. fJIH 
H 1 ;5i>fe>llnco-^:^^lic7) 5 ^<o\^^'ft^t^X^^% j 
-^;^>^lt^fflv^T. SfrfBllj (59Bt-^^b:=^>^7^v:y^^^ 

v--/^^^^^^ mifBliBt-^ib^^*5J:U^Bifl5®«-^^ 

;^ ^ ^ ^{s ;t r ^ ^ ^ -r ^ o 

[0 0 0 8] ^^^^^ftli-i/y^T^-Ali^^fC. fiftfi 

®H|P-^jb^^rM^^^nf-|| 1 ;^-e>mnOBt^^b:=^ 

'riyym^mrv^\<o^yym^m^^xi^^\\:.\^fz.^^x 

fc5^n + i(7^Bt-^{b:=^V"r>^:y|i{::Mff'r'5. PlP-^fb 
50 [ 0 0 o 9 ] ^/c. mjtS^Pt-^{b^S^> L< tiSufSita 



m 

3 

[0010] ^tc. mjfB^flt-^fL^^t^ L< f^milS®« 
I 0 0 1 1 1 

[0 0 12] <=t»^>ll] 1 ti. 

^^^::3^/7^^/:yiaftv';^^A 10 0 ocota«llT-fe 

-So 

[0 0 13] ^^::i>7">^;^gB{Hv'^^-^ 1 O 0 0 ti. 
y-^/l-:n Vt'^— ^ 1 5 O O Cl J: 19 . ^^^:=^>'y^>' 

^y^i^j^mmv. mmmmi oo i ^c;M.TsmL;^c^ 

vx^/^y^^^— y-^/^^^t^rL — 1 1 0 0 tc: J: (9 
^^feL. 7<^y;^-Kl 3 0 0{cfaii-r^v^;^y^ 

i^-efo5o 7«^y Ki 3 o ofi. m^^^^ 
V . m^2 c mm:ijmmcomikx\ 6 4y^y<^h<Dm 

iffi. ^(7)7^^ y ;(7— K 1 3 0 0 K 
[0 0 14] y:^/^=I^/t:''zx — ^ 1 5 0 Ot^, CP 

mn't^::.t:^^x^^h(DX:h^. Min^Bi o o i t 

[0 0 15] y-^/Wri^t:'^— 1 1 O 0 CP 

u. y^y. Kt'V y^^^^p^i^i-x -^"iF(^fg^ 

^;65T#6^(^-efo<9. ;^7— 1 19 3. ^I/. ii 

miHl^l 0 0 1 ,Jr^fc^HT4y 19. i^ti. i^^t^^^pc 
Ky^cJ :y hX^fe^y^y Ky^^ffAP 119 

[0016] y^y;^ — Ky-f^l 200ti. \^^t>^^ 
pc;^"KTfct9. y^y K^lf Ai-^;^cft6coy ^ 
y ;^7"-K}fAn 129 9^^LTV>^o 

[0 0 1 7] ii!2fi. ^^^^-y^^/^yiamv-;^^-^ i o 
[0 0 18] mm^{a^. ^-r. ::^>^^>'y<D^m^r^ 




i\^m 2000-269950 



4 

^^Jffl-r5^^^-y•^/l-:=I>^t:'^":^ 1 5 0 0 (l^TiiW* 
fiijPC ti. il^ifSPl 5 1 0 ffl^^l 5 2 

Ot. V-7'>':y^aail 5 3 0. :3 VT" >^^y gffl^f^ 1 

5 4 0 ^-'frmm't^y<—y'r/^ 

::3^/t:°zL"<j7 1 1 0 0 (i^T^"1^'ftlJPCir^i;-r6) 
li. SitSPi 1 1 o ir. ffl^asi 1 2 0 i:. =iV7^v:y 
1 1 3 0 ir. :=i>'Tl^y^m^l 1 4 0 t:^^hm 
fig^nSo y^e'-;^ i i 9 3 ir. y^y Ky 

^^120 o^^mm^th^o 

10 [0 0 1 9] f^lEIdl^. :=^Zyy'>^ym,mm^XK>i^f$.^ 

1 0 0 ^p^^r ^(c-ra) ^^>7J^LTv^§, ;^y^-fe 
— ^fi. iiftlal^;a^f5^"1f;^5^Jffi-r^^^"— y-^/i- 
:y ^ ^ tbt^ M-f 5 <t';5i5 ^^t; ^ ti.:^c ^ CD T 

-So 

[0 0 2 0] mi^^MPc 1 5 0 oi^i^if^mmui 5 
1 0 t^ij^asi 5 2 0 ^nv-T-^-^y^sasi 5 3 0 1 

20 y^/u^ry-t^^— ^ 1 5 0 0(7)y ^y 

Figgis 1 5 4 oti. y-^/i-:n ^-e'rt— ^ 1 5 0 0(?:> 
y ^ y xti^-^— Kt=v y y (t?— ^^x^^o 
[0021] W^rix^v-^y^^^y^ny^^j^t^, 
■f 5 =1 y-T^ >- :y o ^ n >- ^ :y g#t^ ^ 

30 ::^>^'r>''yco±fi^^noi>coxh^o 

[0 0 2 2] ^ i^Ty-^y^mu 1530 1^. 1 5 

i^T>y^^wit^m^x^^it^m'E2^r7 0o irf^t> 

Pt-^^L^>'X>'^yilECK i = E 1 (MK i , C 
K) (i=l, 2, n) Bt^'fb^J^'^^^^y ECO 

40 =E2 (CK, CO) "Cfc^o rrX\ m^, ^kX 
m^-it^mEXm^iti.fc.li^^^^^cXh^t^. c=E 
(k. m) tm-r, ^bX. Bt-^'-fbLfc^iy^^-^yEC 

0t^{t^Lfcnfiif?:>=i>-7">':y®ECK 1 . e 
c K n ^'^ts^'r — y Xfc^ ;^ y'-t y ^ =iV-r i-^^y 

[0 0 2 3] ^inU 1510 fi. *Ji^a5 1 5 2 0 
^100 1|:i. :=i>^y^>^'ymBUl 5 4 0{z.^m^nfz 
50 [0 0 2 4] ^ — lf#jPC 110 0 (Ciott^^ma^l 1 




(4) 



5 



1 0 ^ffliaasi 12 0^. :=^>^y^zy^ymmui l 3 o t 
i^. y-^yi^^iv-e^rL— ^ i i o oco;^^y dl&^rtS 

f'(7)Jg7j^^Sttf^tt^;^cJ6(?:)^>(7)Tfe«9. SiJ^^i 12 10 

[0 0 2 6] §:m^f|5 1 1 1 Oti. fflt^a^l 1 10t^h(D 

i^WiU 113 0 {-i&ttL. ^^rnm-^umu i i 2 o tc: 

[0 0 2 7] 31 V7^:^:y^sg|5i 1 4 Ot^. ffl^^fPl 1 
Ki (i=l, 2. n) <D^<D'm ] (D^^\\L\^f:L^ 

>^^:/:y®ECK j ^^^^^tcrm-^^SD 1 ^ 

b ^ tt/c V >^ :y E C O ^ :n :y ^ -^^^ { - T 

[0 0 2 8] -r/ctt>-t>. 

.CK = D 1 (MK j . ECK j ) 

CO = D2 (CK, ECO) 30 

*75^mTfe^^#. m = D (k, c) ^lE-To 
[0 0 2 9] 'm.^\^fz.^^^T>y^ . ^^^^(D^^:^ 

^'—ioxc^fix^^ 7«^y^-K^-f^ 
[0 0 3 0] <r^-<^mmtmm^m>mm^impcib 

[0 0 3 1 ] I13ii. 0f^{l:::=i^/7-:/:yEco^jEjci©S 

{bfil/n -/:5'Bg^-^:^r^-em\ l^llxtfOES (Data 
Encrypt ionStandard) T/i^^' U 

[0 0 3 2] /^*30g^-^<l:c^l^> 13 v^:/^>^fj:, 6 4 t^'^/ 50 




6 

hScOy^'-^^^yu o/^i^^J-fJ^tv. ^f<JSnfcy=-<^y^ 

:y ^ i.xmtj^H^o 

[0 0 3 3] *:^c5 6 t^^^/ hC03i>-x>':y®CK(i, 
[0 0 3 4] I§l4fi. V7^v-/^ECK i C7)^ 

(CI, Bt-^-fb^i V7">-:y®ECK i t^. =:i>^-r>^^>giCK 
^:^^mMK ixm'^i\:'r^:z,t{cxy)±fi^^n^ 
v'—^xh^o MK i f^. m^i^n2}fy hcom'f—^ 

xh^. m^m^^Amm^§^-jj^(Dimx^^tmmm 

[0 0 3 5] tSRPt-^{^OV>r»*. D o u g 1 a 

sR. Strinson^ TBt^glf^coSSij (^alW 

[0 0 3 6] /^4b\ |5]IlTf^7J^L-C^/^^feV^;^^. :3V7^>- 

ym{:i'^mmm^^^x\^m\^^^^i\i\^xi,^\^\ 

[0 0 3 7] mmmnn. ^:yy^:yy{z.mm\^ 

^^-rtt^T-fe^o ^:y^:yy^m^ 

[0 0 3 8] <itjEff0#(^^S>-:=^-"-rffiyPCCO-^->^:^ 

liMK j i^hn^cDm^xmrn^fx^^^-r^'^^^fi^^ 

5 3 Of^. SfJPgPl 5 2 Of>^h. ^iJESffg^^. 
^^;ljoV^TfflV^5-^>^^iiMK 1 , MK2, MKn 

[0 0 3 9] ^fz.^ ^^^mv ocD^i^v-^^yim.Ur 

1 3 oi'i. fflffli^i 1 2 0;^!^^). ^MfffgTi^i. mm^ 

t--<#-r;=^^^MK j . *3J:I>\ :^zfiy3>'tLxmi. 



m 



(5) 



2000-269950 



[0 0 4 0] }^j.±<Dmm^x *9 . m^m^titimm^im 

[0 04 1 ] ^fc. Hisic. ^^^T^^-^ySffSBt^WfiSc 

[0 0 4 2] mmi^i^-rxoi^^^T^y^mmmi e 

OOii. CPU, T^^y. K7=V ^^^^^P^HSL. 

PCI 5 0 0 tmm^nx^^^o ^^^^^i-^. mm^mip 

C 1 5 0 0^69 tc7)TfooT t 

[0 0 4 3] =i>'X>':yjEtfSBfi. 1 6 10 

=^>'^>'ym^m^i e 2 0 t^^hmf&^ti^o mm 

[0 0 4 4] J: t9 . m^mmi^mm^mp 

5^^^5T^#. ^t\.{cx^^—^pcm(D'^:^^m(Dm 

[0 0 4 5] *^P.qt:i#:b6^ftW:^^v';=^^-^ 

( 1 ) ^mmmmxi't. mm^ 1510. mm^ 1 5 
20, :^iy'r>''y^m^i 5 3 0 ^ :^>'T>'yw^MUi 
5 4 ot^. ^^—y^/u:zi>^}i''z:L — ^ 1 5 0 otcij: 

it^ T^^vRxfcpu^mi^y'^^^^^j^^mymmm^^ 
m'r^m^xhn\^x<. ^tc. ^m^i 110. mm 

If(5ii2 0. :^>^^:yy^mUl 1 4 0 , ^lyri^y^ 
\ 13 0. n./<—y-r^\^^'>'^^—^ 110 o\c^ 

lOOt^. 7«^ySt5CPU^e^:7"n:r^^||fT^JP 

[0 0 4 6] ±f-^ *llifec7)^^jc:^ott5. ^^y;^- 
KCi^^y^-^^^fE^-r^T^^y ;^7-K^-f ^li. PC 

< . ^J^t^U SB (UniversalSerialB 

u s) m\z-^^^m^r\^^m^x^t\.\^x.\\ 

[0 0 4 7] (2) *^;^(7)?g^-ef^. 

5 6 t^^:y -^P^^^^S 112 t^^^' h^^. ^T^^— ^t- 



10 



20 



30 



40 



8 



50 



V \ % f-i^'mkm id*? tt 6 Bf-^T/l- y XiN t> D E S ^ 
[0 0 4 8] (3) if-%mm^mX\±. tfy^/^T — ^ 

m:i^m^tl^iy(7:>XhoX^,X\^\ :z(om^. 
[0 0 4 9] (4) ^'mm(DWmx\'±. :^^V:^—Vy 

^ V > T T^^V :^ ^cois^j^f^tcfsii^i- 5 

[0 0 5 0] (5) :^'mm(DmmX\^. :iiVT-V:y^Bf 

[0 0 5 1 ] ( 6 ) :^mm.(Dmmx\^^ m^m\m p c ic: 

4^ I ^ T P> c i6fflm<^ ;^ ^ ® ^ f^i^ b T 1/ ^ ^ «^ ^ 

[0 0 5 2] ^fc. m^m\mpcmw\^'^n^^:y^>' 
^y^^y'ri^^yM., ^-^m\pomm.\^^n^^ 

l^Tl^y n ^^"7^ \'Xl^XJy<— V ^/i- 1° ^ — ^ 

L r ^gP^^ :y h !7 - ^ ^ ^7 ^/ a - KT^ ^ ^ J: 5 

[0 0 5 3] ^r-. ^#t^«PC^Bi-*5tt^^>^^^ 

<. ^o:>'^m^f\^f-^^—Y'y^r^po\z.m.m~t'^^}i 

[0 0 5 4] 

i^^ 5 *^^#if:^fS v-;^ 7^ ^ 1^ . 'J ^ ;v-m\'^m x^^ 
^^ffl V NT vy^ ^^:y ^ Bt-^>fk-r ^ r <Jr J: flt-^'ft: n 



9 

[0 0 5 5] m^m^ntcmm^mpc'c 
[0 0 5 6] ^fc. mi'^m^mi^^y'^i'^^hi^. mm 

[0 0 5 7] rti.f;cf^J:'9. m^1^m\^^m^mp ox 
^^^fh^1o-^'^;i^T'—^\^-ox-h^ m'^1^^f\^f-^— 

[0 0 5 8] ^fc. mmm^^^it^^i^ l < tituis^m 




i}^P2 000-269950 



10 

t-r^^ti.x^^o 

[0 0 5 9] :zthKX^^ yy V^:^T(D^^-^xx—Y 

'&mfi:}£xmm^f^fz.m^mm^'f^h}:.h 

[0 0 6 0] 4fcHulSli0t-^^l:^© t» L < \%mUmWi^ 

[0 0 6 1 ] mf-i: ^9. K^7:3irc7:'2^t^t^i: 19. 

[IEIffiooM¥^^IJi0>^l 
20 [01] ^^0^ict^6^{^W^ai-';^x-^^(^^iSto?p^^ 

[0 2] ^^^^i^^iy^ym%^'y'ri^(ommy^^^y^m 
[0 3] Bf^fb^^^^-T^^^y. ^t>\ Bt-^^b^^^^'-T^v^^^ 

[0 4] Bf-^>f[i=i^-^^:y^ECK i c^^J^feigg^^-r 

[0 5] ^iy^iyv^mmm,o:>mm.y^'^^y^m 



[0 1] 




attgi«iooi 




— 1 1 93 




000-269950 



[031 



ymoK 



m4] 




!RfM2 000-269950 



[1351 



/<— V±;i/3>bf J.— ^1 600 




